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Much has been made in popular media about the threat posed by cybercrimes and the

potential for cyberterrorism. There has been a substantial increase in the body of social

science research pertaining to various forms of cybercrime over the last two decades, much

of it focusing on digital piracy and harassment. Less research has considered the factors

associated with computer hacking, malware creation, and identity crimes, although this is

beginning to change. There has also been a substantive expansion in the number of

universities offering courses or specializations in cybercrime within social science units. This

has caused an increase in the number of cybercrime-related textbooks available on the

market, ranging from technically oriented works on digital forensics to more descriptive

textbooks on the range of offenses enabled by the Internet.

Cybercrime: The Psychology of Online Offenders by Gráinne Kirwan and Andrew Power falls

squarely on the side of more general and introductory texts. In defining the scope of

cybercrimes, the authors do not use existing or well-established definitions or typologies.

Instead, they suggest that cybercrime is a form of crime that can be separated into property

crimes, like identity theft, or crimes against persons, such as sexual abuse of children. They

also use their own typology of Internet-specific and Internet-enabled crime and crime in

virtual worlds to account for cybercrimes (Power & Kirwan, 2011) rather than more cited or

recognized frames such as those proposed by Furnell (2002) or Wall’s (2001) four-category

framework. They identify Internet-enabled crimes as those that can also occur in the real

world (e.g., piracy), whereas Internet-specific crimes (e.g., malicious software distribution)

cannot exist off-line. Their contribution stands out through the introduction of crimes in

virtual worlds, where nonhuman characters and representations of people engage in

offenses that would otherwise be dictated as crimes in the real world. Although this

perspective is useful, the lack of clear definitions for traditional crime, its relationship to

deviance, and how cybercrimes fit into these definitions limit the utility of the book to those

who are already familiar with these concepts.
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Kirwan and Power next provide cursory introductions to the field of forensic psychology and

criminological theories. This section would be appropriate for individuals who have some

degree of knowledge of these fields, although a novice may benefit from more detail in

order to understand the applicability of theories designed to account for real-world crime to

virtual offenses.

The authors then provide a thematic chapter-by-chapter breakdown of cybercrimes in much

the same vein as do other introductory textbooks in the field. The value of this work comes

in its exposition of offender typologies and theoretical research oriented toward

understanding the motives of various cybercriminals, including hackers, malware writers,

digital pirates, and sexual offenders. Some discussion is also given to the prevention and

sanctioning of each form of cybercrime, although the depth of these discussions is quite

variable. These sections are all written in a very approachable fashion and give readers

enough detail without overwhelming them with concepts.

Although this book is a unique contribution to the field, there are several limitations that

must be considered. First, the absence of any substantive discussion of computer hardware

and software is somewhat surprising, as most introductory works provide some context for

the evolution of offender behavior in tandem with changes in both access to and ease of use

of computers and the Internet. Such information is present in the authors’ discussion of

malicious software, but it would be helpful for readers to consider how digital evidence in

browser histories, laptops, and mobile devices can be used to better profile the practices of

all sorts of cybercriminals.

Second, the authors’ selection and discussion of relevant works seem at times arbitrary and

somewhat dated. For instance, there is substantive discussion of the Hacker Profiling Project

research findings in the section on hacking but relatively little consideration of the larger

body of research on the hacker subculture and its role in providing justifications for action

and information to facilitate attacks (e.g., Holt, 2007; Jordan & Taylor, 1998; Schell &

Dodge, 2002; Taylor, 1999). There is also a heavy emphasis on the use of techniques of

neutralization research but little consideration of the role of peer offending in predicting

individual action. The latter is one of the more substantial correlates identified in cybercrime

offending research (see Holt & Bossler, 2014).

Finally, research and theoretical findings in each chapter are presented in chronological

order, with generally little synthesis of concepts. This may be useful for introductory

readers, although it does not give substantive exposition for the more serious scholar.

Furthermore, this writing style may become somewhat repetitive for readers over time.

Overall, this work provides a relatively basic introduction to concepts of cybercrime and

some exposition on theories relevant to both psychological and criminological research. The

presentation is suitable for undergraduate students being introduced to the concept of

cybercrime in the social sciences, although it would not satisfy the needs of the serious

scholar or student. The lack of technical details regarding computer hardware, software, and

digital forensics may make this work more attractive for computer scientists and readers

who are already familiar with these issues. This may, however, be a limitation for social

science students who want to understand the ways that technology provides evidence of

offender activities and the evolving role of computers and cell phones in the facilitation of

crime.
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